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Product Overview

Single Mailbox Recovery works with your existing Microsoft Exchange Server backup
architecture and procedures, and allows you to recover individual mailboxes, folders,
messages, attachments, and even calendar, notes, and tasks directly to your production
Microsoft Exchange Server or any PST file. This eliminates time-consuming and expensive
single mailbox (brick-level) backups. This powerful software also lets you search and
create a copy of all archived email that matches a given keyword or criteria.

Because Single Mailbox Recovery can work in conjunction with your existing NetApp
SnapManager for Microsoft® Exchange environment, you can continue to use
SnapManager to perform full, online backups of Exchange databases using NetApp
Snapshot technology. This technology enables you to retain many Exchange backups on
a NetApp storage system with minimal storage requirements for each incremental
backup. Later, whenever you need to restore previously deleted, individual Microsoft
Exchange Server mail items, use Single Mailbox Recovery to rapidly locate and then
restore the items—at any level of granularity—directly to an existing mailbox on your
production Microsoft Exchange Server or to a new or existing offline Outlook PST file.

= Torestore mail items from an Exchange database (EDB) file in a SnapManager
backup set Snapshot copy, connect to the LUN in the Snapshot copy on the
storage system and then use Single Mailbox Recovery to restore the mail items
directly from the ShapManager-created Snapshot copy.

= To restore mail items from an EDB file in a tape or disk backup created using an
Exchange-aware backup application, first use the appropriate application-
specific Single Mailbox Recovery ExtractWizard agent to read the Exchange Server
backup directly from the backup media and restore the Exchange database to
any alternate location where you can perform Single Mailbox Recovery processes.
You can then use Single Mailbox Recovery to restore the mail items from the
database. The use of a Single Mailbox Recovery ExtractWizard agent also enables
you to use Single Mailbox Recovery to restore Exchange mail items from an
archived copy of a SnapManager-based full backup set created by a supported,
Exchange-aware backup application run in copy mode.

= To restore mail items from an Outlook PST file located on any alternate location
where you can perform Single Mailbox Recovery processes, use the Single Mailbox
Recovery PST agent.

Single Mailbox Recovery locates and restores Microsoft Exchange Server maiil items
without the assistance of the Microsoft Exchange Server, thereby eliminating the need for
a recovery server. In contrast, most backup programs let you restore Microsoft Exchange
Server data only to the same or duplicate server from which it was backed up.
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New and Modified Features

Single Mailbox Recovery 7.2.1 supports Microsoft Exchange Server 2016 Cumulative
Update 5.

Single Mailbox Recovery Licensing

All Single Mailbox Recovery editions require a license file. Single Mailbox Recovery
Administrative Server software is licensed based on the enabled agents and mailbox
count.

To view the currently applied license

= On the Help menu, click About and then click License Info.

To obtain a new or updated license

.Log on to http://support.netapp.com/.
. On the Support page, click Downloads > Software.
.In the Software Download section, go to Single Mailbox Recovery, select Microsoft

Exchange from the list and click Go!.

. Select the particular Single Mailbox Recovery release and click View and Download.

. On the Description page, click Continue.

. On the End User License Agreement page, click Accept.

. On the Download page under the Licensing additional agents section, download the

required licenses.
To apply a new or updated license

1. Do one of the following:
= On the Help menu, click About and then click License Info. On the License
File dialog box, enter the License File Name or click Browse and navigate to
the license you want to apply.
= Replace the existing .ini file with the new .ini file. The default location for this
file is in the Single Mailbox Recovery directory.

Validating Licensing Between Single Mailbox Recovery ExtractWizard and the
NetApp Storage System

In order to validate the licensing with Single Mailbox Recovery ExtractWizard or later, HTTP
communication using the IP address or FQDN of the NetApp storage system is required.
The NetApp storage system must have Management Communications enabled using
HTTP using default ports. If administration access is not enabled on the NetApp storage
system, Single Mailbox Recovery ExtractWizard cannot validate your license and prompts
you to enter a valid storage system.

Note: HTTPS communication between Single Mailbox Recovery and
the NetApp storage system can be optionally and additionally enabled.




To validate licensing between Single Mailbox Recovery and the NetApp storage
system

1. Using Single Mailbox Recovery, do the following:
= Onthe Help menu, click About and then click License Info. On the License
Information dialog box, enter the IP address or the fully qualified domain
name (FQDN) of the NetApp storage system you want to apply in the
Storage appliance name or IP address or click Browse and navigate to
the storage system.
2. Using the NetApp storage system, do the following:
= Required: Activate httpd.admin.enable. With this option enabled,
communication from Single Mailbox Recovery ExtractWizard to the
NetApp storage system occurs over HTTP (port 80).

If communication over HTTPS is also required: Activate httpd.admin.ssl.enable.
With this option enabled, communication from Single Mailbox Recovery
ExtractWizard to the NetApp storage system occurs over secure protocol HTTPS
(port 443).




Single Mailbox Recovery Agents

Single Mailbox Recovery is distributed with the following agents:

=  PST Source Agent

= Advanced Searching Agent

» Public Folders Agent

= Archive Mailboxes Agent

= Single Mailbox Recovery ExtractWizard Agents

PST Source Agent

By default, Single Mailbox Recovery enables you to open an EDB file as the source of the
Microsoft Exchange Server mail items to be restored to your production Microsoft
Exchange Server or to a new or existing PST file. If you enable the optional PST source
agent (priced separately), you can also open a PST file as the source of the Microsoft
Exchange Server mail items.

Advanced Searching Agent

By default, Single Mailbox Recovery enables you to search attachment text for user-
defined keywords or phrases. If you enable the optional advanced searching agent
(priced separately), you can also search any combination of attachment text, message
subject, message body, and attachment file names.

Public Folders Agent

By default, Single Mailbox Recovery enables you to open a Public Folder EDB or an EDB
containing Public Folder mailboxes as the source of Microsoft Exchange Server public
folders content to be restored to your production Microsoft Exchange Server or to a new
or existing PST file.

Archive Mailboxes Agent

By default, Single Mailbox Recovery enables you to open an EDB containing Archive
Mailboxes as the source of Microsoft Exchange Server mail items to be restored to your
production Microsoft Exchange Server or to a new or existing PST file.

Typically, Single Mailbox Recovery is used to restore individual mail items from Microsoft
Exchange Server database files that you backed up to a storage system using
SnapManager for Microsoft Exchange. However, for integration with your legacy tape
backup environment, Single Mailbox Recovery also enables you to restore mail items
from Exchange Information Store data that you backed up to disks or tapes using a
Microsoft Exchange Server-aware, tape-based backup application other than
SnapManager. Application-specific Single Mailbox Recovery ExtractWizard agents
enable you to read Exchange Information Store data from the media and copy the data
to any location where you can perform Single Mailbox Recovery processes. Single
Mailbox Recovery ExtractWizard agents are provided for the most widely used disk and
tape backup software.




For more information, see the Single Mailbox Recovery 7.2.1 Extract Wizard Release
Notes.

Installing or Upgrading Single Mailbox Recovery

To install or upgrade to Single Mailbox Recovery 7.2.1, step through each of the following
tasks:

= Task I: Prepare Your Installation Environment
= Task Il Install or Upgrade Single Mailbox Recovery
= Task lll: Enable Any Optional Agents

Task I: Prepare Your Installation Environment

Single Mailbox Recovery runs on the Windows server on which Microsoft Outlook is
running, and it uses native Microsoft Messaging Application Program Interface (MAPI)
protocol to communicate with the Microsoft Exchange Server that is running on a
separate machine. The following illustration shows an example of a Single Mailbox
Recovery environment in which you can restore mail items from a Microsoft Exchange
Server database (EDB) file in a SnapManager backup set Shapshot copy.
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Example of a typical Single Mailbox Recovery environment

Before you install or upgrade to Single Mailbox Recovery 7.2.1, you must prepare your
installation environment by verifying system requirements on both of the Microsoft
Windows servers and configure Microsoft Outlook so that MAPI is installed on the Single

Mailbox Recovery server.




Supported Environments

Component Requirement
Browser Microsoft Internet Explorer 8.0 or later

Operating Systems | The following operating systems are supported:

= Windows Server 2008 R2
= Windows Server 2012

= Windows Server 2012 R2
= Windows Server 2016

= Windows 7

= Windows 8

Note:

32-bit and 64-bit versions of the listed operating systems are
supported.

Single Mailbox Recovery can only be run by users with administrative
privileges and in administrative mode.

Source Microsoft  |The following versions of Microsoft Exchange Server are supported as
Exchange offline source databases:
Database (offline)

= Microsoft Exchange Server 5.5

= Microsoft Exchange Server 2000

= Microsoft Exchange Server 2003

= Microsoft Exchange Server 2007 through SP3

= Microsoft Exchange Server 2010 through SP3

= Microsoft Exchange Server 2013 through SP1

= Microsoft Exchange Server 2016

Target (live) The following versions of Microsoft Exchange Server are supported as

Microsoft live targets:
Exchange Server

= Microsoft Exchange Server 2007 through SP3
= Microsoft Exchange Server 2010 through SP3
= Microsoft Exchange Server 2013 through SP1
= Microsoft Exchange Server 2016

Microsoft Office Microsoft Office Outlook 2007 and later (32-bit versions only).
(Microsoft
Outlook)

Additional Microsoft .NET Framework :
Software
= 3.5SP1




Component Requirement

= 40

If SnapDrive will be used to connect and disconnect LUNs on the
Single Mailbox Recovery server, then the operating system
requirements must match the system requirements specified in the
SnapDrive Installation and Administration Guide for the version of
SnapDrive that you are using.

Other Requirements

= To use Auto Support (ASUP), a NetApp storage appliance must be available on the
network and a NetApp Data ONTAP user must be created with permissions to log
ASUP messages.

Additional Notes

For connecting and disconnecting LUNs:
= Optional but recommended. SnapDrive

The SnapDrive version must be compatible with the version of Data ONTAP that is
running on your NetApp storage system.

= FCP oriSCSI connectivity to the NetApp storage system

One or more NetApp storage systems must exist in the same network environment as the
machine on which you run Single Mailbox Recovery.

Mailbox Creation Wizard

To use Mailbox Creation Wizard on your computer, you must have the Microsoft
Exchange Server management tools for the version of Microsoft Exchange Server that
you will be creating mailboxes on. Ensure the Microsoft Exchange Server management
tools and Microsoft Exchange Server version, service pack, and roll up level are
matched.

For supported operating system and prerequisite requirements for the Microsoft
Exchange Management Tools, please refer to the Microsoft Exchange Management
Tools documentation for your specific version.




Requirements for LUNs That Have Been Transitioned
with the 7-Mode Transition Tool

Accessing Dedicated and Shared LUNs After Transition

After transitioning LUNs from 7-Mode to clustered Data ONTAP using the 7-Mode
Transition Tool, you must perform certain actions before you can access dedicated and
shared LUNs for mailbox restore operations.

Before you begin

You should review the 7-Mode Transition Tool capabilities and limitations to understand
the impact of these limitations on your transitioned LUNs. See the 7-Mode Transition Tool
documentation set.

About this task
Steps

1. Add the clustered Data ONTAP IP address and credentials in the transport settings in
SnapDirive.

2. Create iSCSI sessions from SnapDrive to the iSCSI LIFs to identify the LUNs in the
clustered Data ONTAP cluster.

3. Continue with the normal restore operations.

Related information

7-Mode Transition Tool 2.0 Data and Configuration Transition Guide

Mailboxes cannot be restored using Snapshot copies
transitioned from 7-mode to clustered Data ONTAP using the 7-
Mode Transition Tool

You cannot restore mailboxes using Snapshot copies that reside on LUNs that have been
transitioned from 7-mode to clustered Data ONTAP using the 7-Mode Transition Tool.
However, you can restore mailboxes from the new Snapshot copies you create.

The following limitation is associated with this issue:
= Mounting Snapshot copies that have been transitioned from Data ONTAP operating in

7-Mode using the 7-Mode Transition Tool is not supported.

Task lI: Install or Upgrade Single Mailbox Recovery

If you are upgrading from a trial version of Single Mailbox Recovery, first uninstall the trial
version and then install the fully enabled release of Single Mailbox Recovery.




Updating Single Mailbox Recovery

Single Mailbox Recovery is periodically improved with added features, changes based
on customer requests, and fixed problems. When an update becomes available, follow
these steps to download and install the update from the NetApp Support Site:

1. Using your web browser, navigate to
http://support.netapp.com/eservice/SupportHome.jsp.
2. Hover over Downloads and select Software Downloads.
3. When the Download Software page appears, do the following:
= Locate the listing for Single Mailbox Recovery.
= Select the Microsoft Exchange platform.
» Click Go.
4. On the Single Mailbox Recovery page, locate the listing for the latest version and
click View and Download.
5. Read the Single Mailbox Recovery Description page and click Continue.
Read the License page and click Accept.
7. Read and follow the instructions on the Single Mailbox Recovery Download page.

o

Task lll: Enable Any Optional Agents

Single Mailbox Recovery includes all of the agents described in "Single Mailbox Recovery
Agents" on page 5. The Single Mailbox Recovery agent for Microsoft NT Backup and the
Single Mailbox Recovery agent for Symantec Backup Exec are enabled by default at no
extra cost. All other agents are disabled by default. The following paragraphs describe
the license file and how to enable optional Single Mailbox Recovery agents.

About the license file

Single Mailbox Recovery requires a license file. The license file is a NetApp-supplied, read
only text file that specifies license settings. Before Single Mailbox Recovery enables itself,
it checks the license file for the following:

= Software version. The license file must be valid for Single Mailbox Recovery 7.2.1.
» Licensed agents. Only the agents specified in the license file will be enabled.

Viewing and enabling agents

You can view which agents are currently enabled and also have other agents enabled
through your sales representative.

To view the currently enabled agents
= On the Help menu, click About and then click License Info.
To enable an agent
1. Contact a sales representative and specify which agent you wish to purchase. A
license file containing the newly enabled agent will be sent to you.

2. Replace the existing .ini file with the new license file. The default location for this file
is in the Single Mailbox Recovery directory.
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Upgrading Single Mailbox Recovery

If Single Mailbox Recovery 7.1 or later is installed, is active, and you are upgrading to
Single Mailbox Recovery 7.2.1, you can reuse the existing Single Mailbox Recovery license
file with Single Mailbox Recovery 7.2.1.

Technical Support

If you have issues not addressed in the user guide or the online Help, contact our
Technical Support group. When reporting an issue, please include any information that
might help us diagnose the problem and have the following:

= The version of you are using (on the Help menu, click About)

= The versions of Windows operating systems that you are running

= The version of Microsoft Exchange Server that contained the source EDB file

» The circumstances and sequence of steps that led to the problem

= The text of the error messages (if any appeared)

= Alist of other Windows-based programs that you were running when the error
occurred

Contact Information

Corporate Headquarters

NetApp, Inc.
495 East Java Drive
Sunnyvale, CA 94089 USA

Telephone: +1 (408) 822-6000
Fax: +1 (408) 822-4501
Support telephone: +1 (888) 4-NETAPP

Documentation comments; doccomments@netapp.com

http://www.netapp.com

Copyright Information

Copyright © 1994-2017 NetApp, Inc. All rights reserved. Printed in the U.S.
Copyright 1991-2017 dtSearch Corp. All Rights Reserved.
The software is based in part on the work of the Independent JPEG Group.

No part of this document covered by copyright may be reproduced in any form or by
any means—graphic, electronic, or mechanical, including photocopying, recording,
taping, or storage in an electronic retrieval system—without prior written permission of the
copyright owner.
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Software derived from copyrighted NetApp material is subject to the following license
and disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, WHICH ARE HEREBY
DISCLAIMED. IN NO EVENT SHALL NETAPP BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and
without notice. NetApp assumes no responsibility or liability arising from the use of
products described herein, except as expressly agreed to in writing by NetApp. The use
or purchase of this product does not convey a license under any patent rights,
trademark rights, or any other intellectual property rights of NetApp.

The product described in this manual may be protected by one or more U.S. patents,
foreign patents, or pending applications.

RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject
to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and
Computer Software clause at DFARS 252.277-7103 (October 1988) and FAR 52-227-19
(June 1987).

Trademark Information

Active IQ, AltaVault, Arch Design, ASUP, AutoSupport, Campaign Express, Clustered Data
ONTAP, Customer Fitness, Data ONTAP, DataMotion, Element, Fitness, Flash Accel, Flash
Cache, Flash Pool, FlexArray, FlexCache, FlexClone, FlexPod, FlexScale, FlexShare,
FlexVol, FPolicy, Fueled by SolidFire, GetSuccessful, Helix Design, LockVault, Manage
ONTAP, MetroCluster, MultiStore, NetApp, NetApp Insight, OnCommand, ONTAP, ONTAPI,
RAID DP, RAID-TEC, SANscreen, SANshare, SANtricity, SecureShare, Simplicity, Simulate
ONTAP, Snap Creator, SnapCenter, SnapCopy, ShapDrive, Snapintegrator, SnapLock,
SnapManager, SnapMirror, ShapMover, ShapProtect, SnapRestore, Shapshot,
SnapValidator, SnapVault, SolidFire, SolidFire Helix, StorageGRID, SyncMirror, Tech OnTap,
Unbound Cloud, and WAFL and other names are tradematrks or registered trademarks of
NetApp, Inc., in the United States, and/or other countries. All other brands or products
are trademarks or registered trademarks of their respective holders and should be
treated as such. A current list of NetApp trademarks is available on the web.
http://www.netapp.com/us/legal/netapptmlist.aspx
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How to Send Comments About Documentation and
Receive Update Notifications

You can help us to improve the quality of our documentation by sending us your
feedback. You can receive automatic notification when production-level (GA/FCS)
documentation is initially released or important changes are made to existing
production-level documents.

If you have suggestions for improving this document, send us your comments by email to
doccomments@netapp.com. To help us direct your comments to the correct division,
include in the subject line the product name, version, and operating system.

If you want to be notified automatically when production-level documentation is
released or important changes are made to existing production-level documents, follow
Twitter account @NetAppDoc.

You can also contact us in the following ways:

= NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.
= Telephone: +1 (408) 822-6000

= Fax: +1 (408) 822-4501

= Support telephone: +1 (888) 463-8277
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